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Copiatore hardware

Disco sorgente
(Read only)

Disco destinazione
(Write to)

Cosa occorre per fare analisi forensi?

Hardware Software
= PC e notebook = Sistema operativo
= Lettori di supporti e cavi (di tutti i = Windows, Linux
tipi) = Software per acquisizione
= BluRay, DVD, CD, hard-disk, .

Encase, FTK| ,dd...
floppy 3,57, floppy 5,25”, DAT... ncase mager

. ..
= Cavi per telefoni cellulari Software per analisi

= Copiatori " Generico

=  Write blocker

= Encase, FTK, autopsy...
= Ad hoc

* Cacciaviti * NetAnalysis, DNA,
P2Commander, Distribuited

Network Attack (DNA), Password

Recovery Toolkit (PRTK),
Oxygen Forensics...

= Conversione tra formati

Copiatore hardware (es: Logicube Talon)

_ = <«—— Disco sorgente




Write blocker Write blocker

= Un write blocker & un dispositivo
usato per prevenire scritture (anche
accidentali) su hard disk oggetto di WW
investigazioni =

= |l write blocker & posto tra il disco ==
esaminato e il computer utilizzato per ==
esaminarlo o acquisirlo =
Cacciaviti Acquisizione — Encase
I i LS
iNew 125 Open (] Save ”mus; “ies Add Device [J] Refresh
i x [ et
(3 Home [ Entries] [[Bookmarks 2, Search Hits =3Re (> i Fiter o MM 4% nmm,m Signatu
Eu?m_,mm%;n @ permissions @E@Maﬁv 7 , _mus. 7 e e
e — e ——————— LoO Entves
Fa—a-— A& & . o+ 7~ Xl
iIFEW_ES_EBE _ B IoETE
EISHIIRECIGIES — T
IIH| R[> SAMSUNG  ASPI  485.397.163 232,968 0

[




Acquisizione - Encase

Mame Evidence Number

[1 [1

Notes

[ Disco postazione Michele - Seagate §/N: 123A8CxYZ

%' Good (Slower, Smaller)

" Best (Slowest, Smallest)

Eile Segment Size (VE) Grameron
000 =  None
Start Sector Stap Sector

[o = [4s8397167 =

password Confitm Password

I I

Black size (Sectors) Error granularity (Sectors)

ER— E=
Rezder Threads  Worker Threads
1 D [s = T bashThread
¥ AcguisionMD5 [ Acquisition SHAL
= Quick reacquisition) I Read ahiead
Quiput Path

[P:\LE01
™| Remate acquisition

Alternate Path

=

Acquisizion

e - FTK Imager

< Indietro _

Fine: _

Annulla

Acquisizione - FTK Imager

Seleziona unita

Selezione dellunita di origine

Selezionare dalle unitd disponibili seguenti

PHYSICALDRIVED - SAMSUNG HD251HJ [250GE IDE] “_

< Indietro _ Fine _

Annulla

(18]

H 1 ~ccesspata FTK Imager 2.9.0.1385 oy [=[ 53}
e Vsusizza  Modalih 2
| - EEEN
1 Etruttura prove %] [onca fie <
| Nome | Dimensione | Tipo | Dats dimodifia |
1
| Seleziona origine: x|
tipo di arigine delia
i # Uniafisica
£ Unitalogica
€ File immagine
£ Contenuto diuna carela
ivelo fie: esclude  fie eliminai,lo spazio non
Alcrtn & oot ) =
origi zato
Prova: File system|Fercorso|File
i
<indeto [ Avemti> | | Annula ?
I ——
o toifie] Eirtiov| imuoyi ] Crea e
etd  |Iterprete valori.,. Originidi conten,.. =l
Per aprire |a Guida, premere F1 /BLOC M 4
Acquisizi FTK |
B AccessData FTK Imager 2.9.0.1385 oy [ 9]
Fle Visusizza Modslits 2
Bl
x

21 Partizion{ 3] Rimuovi elemento prova
Gl Unparttd = yerifica uritaimmagine...

I Dimensione | Tipo

[ Data dimodfica |

B esoorta immagine disco. .
(] Esporta lenco di directory.

33 C0 6E DO BC 00 7C §B-30 07 50 1F ¥C BE 1B 7C

Origini di contenuto personaizzato

Prova: File system|Percorso File

0000000010 |BF 1B 06 S50 57 BS ES 01-F3 A4 CB BD BE 07 BL 04

Opaion 0000000020 |32 6E 00 7C 03 75 13 83-C5 10 E2 F4 €D 18 &B F3

|

0000000040 (FQ AC 3C 00
0000000050 |4E 10 E5 a6
0000000060 |20 7E 04 OC
0000000070 |46 0 06 &3
0000000080 (BC 81 3E FE
0000000090 (B7 07 EB A9
00000000a0 |00 B4 08 CD
000000000 |43 £7 E3 25
000000000 |02 77 23 72
00000000d0 8B 4E 02 8B
00000000e0 (56 00 CD 13
00000000£0 (13 72 36 €1
0000000100 | & 00 &3 00
] [ 000000110 |01 €2 10 =4

0000000120 32 E4 EA 56
éui __un_?_ Bumuioyi| oy Gutt Cres mmagine| 0000000130 |6C 6C 61 20 64 65 6C GC-65 20 70 61 72 74 63 TA

[interprete val

Esoorta unfimmacine forense dell

Ao .
Lo W OuER e

&n-|-u--A-281--8

u.
i
1a delle partiz -

[Pos. cursore = 0; settore fisico = 0

la Dar izione selezionata

lBLOC NUM “



Acquisizione — FTK Imager Acquisizione — Dispositivi mobile

Seleziona tipo di immagine x| Informazioni sull'elemento prova =

Selezionare il tipo di immagine di destinazione Numero caso: _ 1
¢ Hon eiaborata {dd); Numero prova: _ 1
- SMART Descrizione univoca: | Disco postazione Michele - Seagate S/N: 123ABCXYZ
~ Eo1 Esaminatore: _ Michele
Note: |

cindetro [ mveni> || Al : | <indetro [ aventiz | aula | : |

Seleziona destinazione immagine H_ |Crea immagine V_
Origine immagi
Cartela di destinazione immagine ? "\ \PHYSICALDRIVE
_ Pi\ Sfogia
fiumero prova ey [0
Mome file immagine (esclusa estensions) D: g
[1ad Pi\Ldd [raw/dd]

Dimensione frammento immagine (MB) [5o00
Per i formati non elaborati ed E01: 0 = non frammentare

c , 1=Pill veloce ..,

Use AD Encryption [~ Aggiungi. . ladifiza, Riuoyi

I™ {erifica e immagini dopo che sono stai. [~ precalcola statistiche i avanzan
I Crea ol slenchidi directory di tutt fie delimmagine dopo che sono stat creati

<pdevo [ Ene | A |

Acquisizione — dd Analisi — Autopsy

stresslinux_32bit.i686-0.5.113 raw : dd e ————
- Yo 4 o
I . o T g 5w _—

Modifica Visualizza Scorrimente  Segnalibri  Impostazioni  Aiuto

| LB86-0.5.113 raw : dd x




Analisi -

Autopsy

Analisi - Encase

FILEANALYSIS | KEYWORDSEARCH _ FILETYPE | IMAGEDETALS |  METADATA DaAUNT | HEwr | Ciose [2]
mm e e ol
Directory Seck Current Directory: ¢:/ B
_ Anonore  GENERATEMDS LiSTOFFILES i
Enter the name of a directory
that you want to view L
c/
DeL. iz NAME U 'WRITEN AccesseD 'CHANGED Size UID GID MEeTA
po— dir /in
rfr  SAttrDef 2004.06.10 2004.06.10 2004.06.10 2560 AL
03:22:22 (Rome) 03:22:22 (Rome) 03:22:22 (Rome)
File Name Search
o rfr SEeClis 2004.06.10 2004.06.10 2004.06.10 o 0 0 EijE>
G 03:22:22 (Rome) 03:22:22 (Rome) 03:22:22 (Rome)
aPerl regular
expression forthe file names r/r  $BadClus:$Bad 2004.06.10 2004.06.10 2004.06.10 10289152 0 0 @ ElzEl
you want to find 03:22:22 (Rome) 03:22:22 (Rome) 03:22:22 (Rome)
rfr Shitnm 2004.06.10 2004.06.10 2004.06.10 2512 0 0 6I281 [
SearcH h
File Browsing Mode
ALLDELETEDFILES |
ExPAND DIRECTORIES,
In this mode, you can select a file or directory.
File contents will be shown in this window.
More file details can be found using the Metadata link at the end of the list (on the right).
“You can also sort the files using the column headers

Analisi - FTK (Forensic ToolKit)

AccessData FTK version 1.70.1 build 07.03.20 -- C:\Cases\Wayward Astronomer\

Fie Edt View Tools Help

Overview: _ Explore |

Graphics | E-Mail |

Search

| Bockmark |

Evidence ltems Fi

Status

File Category

File tems

Evidence ftems; 4] [HFF Alert Files: 2] [Documerts:

Bookmarked fiems:

0] [Epreadshests: 3
7] [Databases: 0

251

) VamgmEe @8

5] (Graphics

Uniitered ] [_Fitered ] (Flagged lgnore: 0] [Slack Free Space

Duplicate fems: 738 ) [Archives:
OLE Subitems: 423 ) [Foleters: 268 )

£

2 B8l HQ 0§ o e orz

¥ EvdenceFl.| EvidencePath | Display Name Evidence Type _ Added Chidren Descendants | Investigator"
Messier Image. E0 vidence FaTI2 8/2/2007 3:432. 2182 2403 Joe Friday
Messier Image EO - C:\Evidence NTFS 8/2/2007 3450 28 604 Joe Friday
Messier Image E0N ~ C:\Evidence NTFS 8/2/2007 3453 241 302 Joe Fiiday
Messier Image E - C:AEvidence Unp 8/2/2007 3455, 2% 295 Joe Fiiday

|4 Listed 0 Checked Total

0 Highlighted

X4b & cases [ Bockmarks
] @ Cases N -_ A _ iz Tost Fiz
Voo Accessed Created

(1 124 | @ 1mogen 115509 . g PEG 01/10/09 01/10/0906:30:32
] 125| X imagen 116100 g PEG 01/10/09 01/10/09 06:30:36
[] 126 | @ Imagen 117,300 g JPEG 01/10/09 01/10/09 06:30:38
[J 127 | @ imagen 118,509 B PEG 01/10/0% 01/10/09 06:30:42
1 128 | % imagen 119.100 ipa  PEG 0L/10/09 01/10/09 06:30:44
[ 129 | &y rracian 1 10/22/08 10/22/08 0 2
[1 130 | @ lente_ingrandment... g PEG 03/e911 03/02/1111138:58
[ 131 | % imbet beer atuk.xls as  MS Excel Spreadsheet 12/30/09
L] 15z MSWOVKS.EXE EXE  Vilndows Executablie g
[ 133 | &l navidad 08 01/10/09 11:28:46
134 |\ Nueva carpeta 12/30/09 06:29:36
] 135 | (&l Mueva carpeta 10/09/08 11:47:36
[ 136 | (350 Nueva carpata

1) 5-1-5-2 |[7] 137 | (36l Nueva carpeta 10/22/08 09:42:18
|N] @ PENDRIVE. 1G5 168
03 35 | 4 PRACTICAS e doc  Word Domment 12/35/08 120509 03:52:48
0] 540 [ Primary FaT
O 1| recrasr 07/08/08 07/08/0801:38:22  07/08/08 01:38:24
0] 142 |[E secondary FaT 123.904
] 193 | X tema 1000 pdf  Adobe POF 10/07/08 100608 05:19:24  10/06/0805:19:26 st i

. [ = e T R = I.wl_

(5] Text [0 Hex 253 Pcture | © Disk [“]Report TIConsole <% Fiters [, Quenies [ Lock| []0/236 1:PS 776 LS 744 CL8 SO000 FOO LEQ

[ NetAnalysis ¥1.37f - Forensic Internet History Analysis

=10l x|

simplynames.com,’

Fl= Fiter Searching Sorting  Tools Reports  Wiew  Column  Help

D de- [SR(L0 B Y s EeE @A Record URN: 1348
Kej [ Vahe [ Host | Secure [ Last Modified Date [UTC] | Expration Date [UTC] |

v _uma 266953212.1185001 7357753257001 238566475.12368566...  simplynames.com/ False 01/04/2008 11:47.57 Wed 01 /04/20 57 Fii

@ _ simplynames. com.’ False 0170472003 11:47:57 Wed 01/04,/2003 121757 Wed

v 30/09/2009 234757 Wed

Type _ __.m% Visited [UTC] T | User _ Status _ Hits _ URL Host _W‘
b LRL @ 01042009 14:05:09 Wed on 40100 1 . } tort i

b LRL L] ] son 40100 1 t track tort; t

» LRL L) Craig wikon 40100 1 . } tor i

® Cooke | ® eraig wilson 9 Cookie:craig wison@google.com| goagle.com

® Cookie | ® craiq wilson 12 Cookie:craig wison@yahon.comi yahoo.com

© Cookie @ OLf04/2009 12:12:13Wed  craig wilson 13 Cookie:craig wison@yahoo.comj yahoo.com

® Cookie | @ 0L/D42009 11:50:20 Wed  craig wilsen 6 Cookisicrsig wilson@ntcompatible, com/ nkcampatible.com

& Cookie @ OLOHZ000 1L:47:59Wed  craig Cookie:craig wilson@www.simplynames, comj s, simplynames  com




Analisi - P2Commander Analisi - Oxygen forensics

5 Ongen Forensic Site D10 A
Geve e Todls Sece teh

Foeien | (2] semth [ fomt ot - | Qoo - @i+ (o [ v [ s [y v | 9 s - v - 15t - | @
FARET @ Fle Browser
| 5 r—
Case Explorer , : L3 mn._Z.m!L 4b % £ || Tasks for fles and folders: 2 @ melodies | B videos | @ oo (8 soplications | (8 Datobisefies | £ Other files | @ Geofiles
ttems In Total A a x
o 15 oo 2| e e e SlcE. [ 2 8 8 E)
- o = e photo02; 7] photods. ] hotor7; [7] 0306200 @ o 7
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& (%] " NTFS [m] =] Tharks! Marten  Tweety Bired P =] =] B E)
& (3] 2 Cutiook pst [l U Re:what have you done?! Martian  Coyots Object iformation 2| | @) ovotors; (9] photods; 9] hotots-1 [9) pvotozs; (9] photoz7, 9] phtoos; (9] snotoas3 (2] 05052010 ) Garoen
(= (7] 4 Outlock Personal.. 0 o Martian Nane: 003216C0/pg ” ” . ” ” " x e ©
G (7] &b Customer Servi.. 0 ||| et & & =] & & &
2 2] i MertianMaitios =l =] Re: Martian Space: Crises Traw Martian & 0 B ooz 8 oo B sz B ws.xe B Eimsmcs
s n 5 t
= %] € Novel Graupiifse . 0 o Re: Do you have sccommacdations? Merten  Coyote e aseciats
o S = g g =
& 2] el Marvin Martian 0 (m] =] [ Martian Space Cruises Travel information Martian  Coyots = 8 C) a8 g ) = a8 )
- 505010 Frioace 1 5052010 2 20300 [ HeDIC. (7] mace 55 ) o000, (21 ALGHT. (] comergen
215 Mailbox 5 075559 c ips 0679 »6 rg » © ce_back
(513 senthems 7 =
& 2 LE Calench 1 =] =] 5=
- - =)
u 1 Calendar < 5 | | ntro_back 9] wiams.on 2] image02s. (¥ 6130_s60 [9] 6130_160 W1D_p Rech
& [7] & Contacts o Ll = = = gourd. B _otbps  _imb. odsFe
& 1% Documerts 0 Fiished o A &
& %0 Cheekiist [ ELnoEn 7 6135_160 [ 6135160 ) 2454 162 (7] 2454162 9] 5334 _190 (7] 5834_190
CZHO 5. e 2 it et
& 2] work InPra.. 0 s s - - - o
& 0] Cabinet 0 @ Re: Martian Space Cruises Travel information CetlD: 42973
§ = i 2 : o s 1w Dae m D
EicassEx. | [pgindexed. | (4 Hashes | WBaokma.| | "Martian” <Martian> Longeude: W 112,112499 e Spe
Properties A1 To: Covete <Coyotex ]
E Additional info -] Ll € 66 00 00 43 43 28 00
o pates 02 00 06 00 00 00 92 00 (]
Hello Wik €, & 00 00 4£ 39 36 00 12 01
Creation Date 11.03.2004 182528 - 00 00 1a 01 05 00 01 00
Last modifiect 12.03.2004 17:50:54 Fant: begin preparations immediately. By the by, what method of payment will you be choosing? <o - 00 00 02 00 00 00 31 01
Sent Date 11.03.2004 182528 Let . Thard o 00 00 52 01 02 00 14 00
¢ < 03 00 02 00 00 00 01 00
) Message Flags — WER 00 00 24 00 00 00 25 s8
i 00 00 €6 0E 00 00 4E 6F
B Recipients 01 00 00 00 2c 01 00 00
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